FACULDADE DE ARQUITETURA
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The Lisbon School of Architecture Informatics Center (CIFA) has implemented a Two Factor Authentication

Method 2FA for all users’ safety.

This authentication method, used to protect online users’ accounts, is a measure that adds a security layer

further than the traditional username/password combination.

Nucleo de Apoio Técnico e Manutencao
Centro de Informéatica

Please install the authenticator “Google Authenticator” on your smartphone.

# Download on the
‘ ® Google Play @& App Store

15t Step:
Visit the following web link: https://mfa.fa.ulisboa.pt

Log in with your student’s credentials (student number + password) to proceed to next step.

©

Enter your username and password and click Log In to authenticaie

Please sign in

2" Step:
Please select “Enroll Token” on the left menu.

6 O Tokens

seriale | Y typee Y activee
& Enroll Token

TOTP0042C543 totp [ active |

© Help about Token
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https://mfa.fa.ulisboa.pt/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US
https://apps.apple.com/us/app/google-authenticator/id388497605

3'd Step:
Click on the “Enroll Token” button on the bottom of the page.

e Q Tokens < Refresh entura @egasmoniz edu pt (use

= All tokens

Enroll a new token

& Enroll Token _
TOTP: Time based One Time Passwords. v

ecret key or have the

The TOTP token is a

with a smartphone ap| FreeOTP turning your smartphone ir

© Help about Tokentypes
Token data

Generate OTP Key on the Server

The server w OTP key and a QR Code will be displayed to you to be scanned.

OTP length
6 v

The G

Authenticator only supports an OTP length of 6.

Timestep

30 v
seconds.
Hash algorithm

shat v

The Google Authenticator only supports the SHA1 algorithm

Enroll Token

4t Step:
A QR code will be generated (in the same place where you find the black square in the example image below).

-

our foken. You

10e0 1 o 111 1 you are in doubt, that someone
else saw It please regenerate the OR Code, when no
one eise is watching.
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5t Step:
Please use the Google Authenticator app installed on your smartphone. Check the images below.

= Google Authenticator

\

O Google
Authenticator da-lhe as

boas-vindas ‘
Obtenha cédigos de validagao para todas as '- /
suas contas através da validagdo em dois Inicie sessdo para fazer uma cépia de —————
passos. seguranga dos codigos para a sua Conta
Google

Maior seguranca com o
Google Authenticator

Ainda ndo existem cddigos do Google
Authenticator aqui

——P  Adicionar cédigo

You may or may not
login to your Google
personal account. It is Google

{

Usar Auth

up to you to decide.

= Google Authenticator

(&

Configure a sua primeira conta

Utilize o cédigo QR ou a chave de configuragdo das 671 81 7 ‘

A (do Google ou de um servigo de

EgasMeoniz: dventura@egasmeoniz.edu.pt/TO...

terceiros). Se tiver problemas, aceda a g.co/2sv

After reading the QR code,
(81 Lo dhye OR a numeric code will be

generated, which you must
E Introd. chave de configuragdo insert on the school
platform you are using. You
must insert a new code
each time you wish to use
one of the school’s

platforms.

A new code will be
generated every 30
seconds..
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